TLS Changes will take effect June 18,
2018, and can be done any time before
this-date
About Transport Layer Security (TLS)

Transport Layer Security (TLS) is a protocol that ensures that a connection to a
remote endpoint is securely encrypted in order to provide privacy and data integrity.
First Choice Bank's internet banking provider's web applications and application
programming interface (API) connections use TLS as a key component of their
security. TLS 1.2 is the most current version and is considered to be the most
secure. TLS 1.0 and 1.1 are earlier, now less secure versions. The predecessor to
TLS, Secure Sockets Layer (SSL), has already been disabled in First Choice
Bank's internet banking systems.

Enabling TLS 1.2

Browsers and operating systems that support TLS 1.2 will typically utilize it by
default, preferring TLS 1.2 over older, less secure encryption protocols.

Our internet banking provider is disabling the less secure TLS 1.0 and 1.1

encryption protocols across all applicable services effective May 14, 2018. After this
change, users accessing First Choice Bank internet banking systems must use
operating systems and browser versions that support TLS 1.2 and ensure that TLS
1.2 is enabled.

TLS Preparations

To prepare for this change, please ensure that you are using operating
systems and browsers that support TLS 1.2. Below is a basic TLS 1.2
compatibility chart.

Browsers and Operating Systems TLS 1.2 Compatibility Notes
Microsoft Edge Compatible by default

Microsoft IE Desktop and mobile version 11 Compatible by default

Microsoft IE Desktop versions 9 and 10 Capable when run in Windows 7 or

newer, but not enabled by default

Firefox 27 and higher Compatible by default

Google Chrome 38 and higher Compatible by default
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Oracle Java version 1.7 and higher

Compatible by default

Mobile Safari versions 5 and higher

Compatible by default

Microsoft Windows Server 2008 R2 and higher

Compatible by default

Microsoft Windows Server 2008 and below

Not compatible with TLS 1.2

Microsoft Windows 7, 8.0, 8.1 and 10

Compatible by default

Microsoft XP/Vista and below

Not compatible with TLS 1.2

How to Enable Transport Layer Security (TLS) 1.2

1. From your internet browser, select Tools, then Internet Options.

2. Click the Advanced Tab, and scroll down to Security section.

Internet Options

===

| General I Security I Privacy I Content I Connections | Programs | Advanced |_

Settings

| pictures
—= Security
Allow active content from CDs to run on My Computer™

[7] allow active content to run in files on My Computer®

[7] allow software to run or install even if the signature is invi
[ Block unsecured images with other mixed content

Check for publisher's certificate revocation

Check for server certificate revocation™

Chedk for signatures on downloaded programs

[7] Do not save encrypted pages to disk

Empty Temporary Internet Files folder when browser is d
Enable DOM Storage

[7] Enable Enhanced Protected Mode™

[¥] Enable Inteqrated Windows Authentication™
4 | [T | 3

*Takes effect after you restart your computer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

You should only use this if your browser is in an unusable state.

QK ] [ Cancel Apply

March 12, 2018

20f3

2018-0539 Bulletin


jrodgers
Highlight


3. Ensure TLS 1.2 is checked, if not check TLS 1.2 and select, Apply, OK.

=

Internet Options 7 EY

| General I Security I Privacy I Content I Connections | Programs | Advanced |_

Settings

Enable Integrated Windows Authentication™ -
Enable native XMLHTTF support

[] Enable SmartScreen Filter

[ Enable Strict P3P validation™®

[] send Do Mot Track requests to sites you visit in Internet E
[ usessL 2.0

[ use ssL 3.0

Use TLS 1.0

] Uz= T

Warn about certificate address mismatch® i
[ warn if changing between secure and not secure mode = |
Warn if POST submittal is redirected to a zone that does nl

-

4| 1 | 3

*Takes effect after you restart your computer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

condition.

¥ou should only use this if your browser is in an unusable state.

[ OK ” Cancel l Apply

Note: Do notuncheck TLS 1.0 and 1.1, as access to other third-party
sites that have not yet enabled TLS 1.2 will be adversely affected.

Service Disruption

Not supporting TLS 1.2 prior to the disabling of TLS 1.0 and 1.1 will result in a
disruption of service.
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